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Cyber-physical Systems (CPS)

> Tight interaction of real-time computing systems and physical
systems

2> Ubiquitious: Cars, ships, household devices, HVAC, robots, power
plants, ...

> Rigorous treatment of the interplay of computing and physical
systems is still not possible for larger systems

2> An area of European strength
e €410 billion market

* 4 million jobs worldwide, of which one quarter are in Europe

WWW.picasso-project.eu
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The Internet of Things (loT)

> The Internet of Things (loT) — A paradigm based on the convergence
of:

* Low-cost sensing and computation
e Ubiquitous connectivity and mobile apps
* Cloud analytics and big data

> loT annual global economic potential: Between $1.4 trillion to $14.4
trillion by 2020

2 loT initiatives, alliances, and clusters
* US: Several alliances with international membership

* European loT Research and Innovation Cluster with over 40 European
projects

* Alliance for Internet of Things Innovation (AIOTI)

WWW.picasso-project.eu
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Convergence of loT and CPS

> Beyond connectivity:
 How can the data be transformed into useful knowledge and actions?

* Challenge: From sensing to actuation, closing the loop
— loT is an enabling technology for CPS, especially for large-scale SoS

->CPSoS

WWW.picasso-project.eu
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Cyber-physical Systems of Systems www.cpsos.eu 8%
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What are Cyber-Physical Systems of Systems (CPSoS)?

Cyber-physical Systems (CPS) Systems of Systems (SoS)

Large, complex, often

Tight interaction Many interacting components Dynamic reconfiguration

S pat i d I Iy d iSt ri b ute d of many distributed, real-time computing Examples Components may...
5 systems and physical systems {| > Large industrial sites with » be switched on and off
Cyber-physical Systems many production unis

Examples L > Large networks of systems

',’\. (as in living cells)
@/ 9 enterorleave

(C PS) > Airplanes (electric grid, traffic (as in air traffic control)
> Cars systems, water distribution)
-~ that exhibit the > Ships
s > Buildings with advanced Physical connections Continuobs evolition
HVAC controls

' features of Systems of
& Systems (SoS)

. > Material/energy streams

> Shared resources (e.g.
roads, airspace, rails, steam)

> Communication networks

ll Continuous addition,
@ removal, and modification

of hardware and software

B over the complete life cycle

(often many years)

N

» Manufacturing plants

-~
~
> Power plants
-
,.

-’

Emerging behavior
The overall SoS shows behaviours that do not result from
simple interactions of subsystems

Usually not desired ~ Examples
in technical systems, » Power oscillations in the
may lead to reduced European power grid

p’e]rf o(rimance or » Oscillations in supply
shut-downs chains

® Examples of Cyber-physical Systems of Systems
‘.. OS Integrated large production complexes

> Major source of employment and income in Europe
> Major consumer of energy and raw materials

> Many interconnected production plants that are
operated mostly autonomously with distributed
management structures

WWW.CPSO0S.eu

Transportation networks (road, rail, air, maritime, ...)

s > Vital to the mobility of EU citizens and the movement
- ‘éa-l of goods

3 A i Large integrated infrastructures with complex
- I interactions, also across national borders

> Involve multiple organizational and political structures

Partial autonomy
Local actors with local authority and priorities

| Autonomous systems...  Examples

- » cannot be fully controlled > Local energy
4 onthe SoS level generation companies
- » > need incentives towards > Process units of a

4\ global SoS goals large chemical site

Many more examples, e.g. smart (energy, water, gas, ...) networks, supply
chains, or manufacturing
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